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“(b) COOPERATION.—Subject to sections 2607(c) and .2608(d), a. manufacturer of
telecommunications transoussion or switching equpment and a provider of teie-
communications support services shall. on a reasonably umely basis and at a res.
sonable charge, make available to the telecommunicanons carriers using its equsp-

. ment or services such features or modifications as are necessary to persut such car-

ners w comply with the capability requrements of secuon 2602 and the capacity
requirements identified by the Attorney General under secion 2603.

“§ 2606. Td:chnical requirements and standards: extension of compliance
te
“(a) SAFE HARBOR— ~~ "~ : _

_“(1) CONSULTATION.—~To ensure the efficient and industry-wide impiementa.
ton of the assistance capability requirements under section 2602, the Attorney
General, in coordination with other Federal, State. and local law enforcement
agenaes, shall consult with appropriate associatons and standard-setung orga-
nizations of the telecommunications industry and with representauves of users
of telecommunications services and facilities.

“(2) COMPLIANCE UNDER ACCEPTED STANDARDS.—A telecommunications carne:
shall be found to be in compliance with the assistance capability requrement:
under section 2602, and a manufacturer of telecommunications transmussion o
switching eﬁpmem or a_provider.of talecommunications support services shali
be found to be in wmxh&m with section 2605, if the carmner, manufacturer, o.
support service provider is in compliance with publicly available technical re
qurements or standards adopted by an industry assocaauon or standard-settin
organization or by the Commission under subsection (b) to meet the requure
ments of section 2602.

*(3) ABSENCE OF STANDARDS.—The absence of technical requirements o
standards for implementing the asmistance capability requrements of secno;
2602 shail not— -

“(A) preciude a carrier, manufacturer, or services provider from deployin
& technoiogy or service; or '
“(B) relieve a carrier, manufacturer, or service provider of the obligation
imposed by section 2602 or 2605, as appiicabie.
“(b) FCC AUTHORITY.—

“(1) IN GENERAL.—If industry associations or standard-setting organizatior
fail to issue technical requirements or standards or if a government agency ¢
any other person believes that such requirements or standards are deficient, th
agency or person may petition the Commission to establish. by notice and coa
ment rulemaking or such other proceedings as the Commission may be autho
ized to conduct, technical requirements or standards that—

“(A) meet the assistance capability requirements of section 2602.

“(B) protect the pnivacy security of communications not autherized
be interceptad; . . .

“(C) serve the policy of the United States 1o encourage the provision
new technologies and services to the public. .. .. |

“(2) TRANSITION PERIOD.—If an industry technical requirement or standard
set aside or suppianted as a result of Commission action under this secuon. t.
Commission, l&l‘ consultation with the Attorney General, shall establish a re
sonabie time and conditions for co:;x%i.lilnncg with and the transition to any ne
standard, including defining the obligations of telecommunications carne
under section 2602 during any transition pertod. =~

“(¢) EXTENSION OF COMPLIANCE DATE FOR FEATURES AND SERVICES.—

*(1) PCTITION.—A telecommunications carner prppomm install or depi
or having instailed or depioyed. a feature or service within 4 years after ¢
date of enactment of this chapter may petition the Commission for 1 or me
extensions of the deadline for complying with the assistance capability requz
ments under section 2602. . o R )

“2) GROUND FOR EXTENSION.—The Commission may, after affording a full
portunity for hearing and after consultation with-the Attorney General. gr:
an extension under this paragraph. if the Commission determines that com
abee with the asmistance capability requirements under section 2602 is not r
sonably achievable through application of technology available within the cc
pliance period. : ) o

=13) LENGTH OF EXTENSION.—AnN extension under this paragraph shail exts
for no longer than the earlier of— o

“(A) the date determined by the Commission as necessary for the can
to comply with the assistance capability requirements under secuon 2€
or . *
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“B) the date that is 2 years after the date oo which the extension :s
granted. N . ‘
“14) APPUCABILITY OF EXTENSION —AD extension under this subsection snall
apply w only that part of the carmiers business on which the new feature or
service is used. ‘

=4 2607. Enforcement orders

12) ENFORCEMENT BY COURT ISSUING SURVEILLANCE ORDER —{f a court authornz-
'ng an ntercepuon under chapter 119. a State statute. or the Foreign Intelligence
Surveillance Act of 1978 (50 U.S.C. 1801 et seq.) or authonzing use oi 2 pen reqister
or a trap and trace device under chapter 206 or a State statute {inds that a teie-
commuruications carrier has {ailed to comply with the requirements in this chapter,
the court may direct that the carmner comply forthwith and may direct that a pro-
wnder of support services to the carmer or the manufacturer of the carmers trans-
Dussion or switching equipmen: furmish forthwith modificanons necessary for the
carmer to comply. :

“tbt ENFORCEMENT UPON APPLICATION BY ATTORNEY GENERAL.—The Attorney
General may apply to the appropnate United States district court for. and the Unit-
ed States distnict courts shall have junsdiction to i1ssue. an order direcuing that a
telecommunications carner, a manufacturer of telecommunications transmission or
switching equipment. or & provider of telecommunications support services compty
with thus chapear. , :

“t¢) GROUNDS FOR ISSUANCE.—A court shall issue an order under subsection 1a)
or tb) only if the cours finds that—

“11) alternauve uchnoloTn or capabilities or the facilities of another carmer
are not reasonsbly available w law enforcement for unpiemenung the intercep-
ton of communications or access to call-identifying informsaton; and

“(2) compiiance wath the requurements of this chtgur 18 ressonably achievabie
through the appilication of avaable technology o the feature or service at 1ssue
or wouid have been reasonably achievable if imely action had been taken.

“rd) TIME FOR Commct.-—dpon issuance of an enforcement order under this
section. the court shall specify a reasonable time and conditions for compiying with
its order, considering the good faith efforts to compiy in a timely manner. any effect
on the carmer's, manufacturers. or service provider's ability to continue 0 do busi-

ness, the degree of culpability or delay 1n undertaiking efforts o comply, and such
other mattery as justice ma )

“" require. . .
“te) LIMITATION.—An order under this section may not require s telecommunu-
cations carrier to meet the government’'s demand for intercepuon of communications
-and acqusition of call-identifying informaton w0 any extent 1a excess of the capacity
for which the Attarney Genersl has agreed to rexmburse such carmer.

“f) CIVIL PENALTY. —

“r1) IN GENERAL.~A court issuing an order under this section agminst a teie-
communicanons carrier, & manufacturer of telecomununicsnons transmussion or
switching equipment, or s providar of telecommunications support services may
impose s civil penaity of up to $10.000 per day for each day in violation after

. the issuance of the order or after such future date as the court may specify.

“12) CONSIDERATIONS. —In determining whether to impose s fine and in deter-

ining its amount, the court shall take into account—

“(A) the nature, circumstances. and extant of the viclation:

“(B) the violator’s ability to pay, the violator's good faith efforts to comply
in a timely manner, any effect on the vioiator's ability to continue to do
businesa, degree of culpability, and the iength of any delay in undertak.
i.ngtcﬂ'om to comply; and o

C)mehot.bermmnujus:iumr:!nqmn. o -

“(3) CIVIL ACTION.—The Attorney General may file a civil action in the appro-
priate Unitad States district court to collect. and the United States distnct
courts shall have jurisdiction to impose, such fines.

“% 2608. Payment of costs of telecommunications carriers to comply with ca-
pability requirements

“a) EQUIPMENT, FEATURES, AND SERVICES DEPLOYED BEFORE DATE OF ENaCT-
MENT.—The Attorney General may, subject w0 the availability of appropnauons.
agree to pay telscommunications carriers for all just and reasonable costs directly
associated wath the modifications ormed by carriers in connection with eqmp}
ment, features. and services installed or depioyed befors the date of ensctment 0
this chaptar to establish the capabilities necessary to comply with section 2602.

-1b) EQUIPMENT. FEATURES, AND SERVICES DEPLOYED ON OR AFTER DATE OF EN-
ACTMENT.—
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*1) IN GENERAL.—If compiiance wath the assistance capapility n
of section 2602 is not reasonaoly acluevable wath respect mp,qulf;'mmﬁ-:?;;
or services depioyed On Or after the date of enactment of this cnapter. tre Azic
ney General. on applicaion of a telecommunications carner. may agree o =
the teiecommunucations carmer for just and reasonadie costs directly associate
with achieving compiiance.

“12) CONSIDERATION.—in determirung whether compiiance with the assistan
capability requirements of section 2602 is reasonapiy acnievable with respec:
any equipment, jeature. or service tnstailed or depiovea aiter the date of enac
ment of this chapter. consideration shail be given o tne time wnen the equi;
ment. feature. or service was 1nstalled or depioved.

*¢) ALLOCATION OF FUNDS FOR PAYMENT —The Attornev Ceneral :hall alloca
funds appropnated to carry out :hus chapter in accorcance with law enforceme:
prionties determined by the Attorney General.

“1d) FAILLRE TO MAKE PAYMENT WiTH RESPECT TO EQUIPMENT. FEATURES. AN
SERVICES DEPLOYED BEFORE DATE OF ENACTMENT —

11} CONSIDERED TO BE IN COMPUANCE.—If a carner has requested payme:
in accordance with procedures promulgated pursuant o subsecuon 'e:. ang ::
Attorney Generai has not agreed to pay the telecommurnicauons carrer for :
reasonable costs directly associated with modifications necessary to oning =
equipment. feature, or service 1nto actual compliance with the assistance cap
bulity requirements of section 2602, any equpment. feature. or service of a tej
communications carmer deployed before the date of enactment of this cnapt
shall be considered to be in compiiance with the assistance capabuity requir
ments of section 2602 unnl the eqm:mem. feature, or service 1s repiaced or 3
ruficanty upgraded or otherwise undergoes major modufication.

*(2) LIMITATION ON ORDER.—AR order under section 2607 shall not require
telecommunications carrier to modify, for the purpose of complying with the
sistance capability requirements of section 2602. any equipment. feature.
service deployed before the date of enactment of this chapter uniess the Atu
ney General has agreed to pay the telecommunicauons carner for ail just a
reasonable costs directly associated with medificanions necessary to bning ¢
equipment. fearure, or service 1nto actual compliance with those requiremen

“{e) PROCEDURES AND RECULATIONS.—Notwithstanding any other law, the Att
ney General shall, after notice and comment. establish any procedures and regu
tions deemed necessary 10 effectuate umely and cost-eificient pavment to
commurucations carriers for compensable costs incurred under this chapter. un
chapters 119 and 121, and under the Foreign intelligence Surveillance Act of I
150 U.S.C. 1801 et seq.).

“t) DISPUTE RESOLUTION.~—I[ there is a dispute between the Attorney Gene
and a telecommunications carmier regarding the amount of just and reasonable cc
to be paid under subsection ta), the dispute shall be resoived and the amount ae'
mined in a proceeding initisated at the Commission or by the court from wnich
enforcement order is sought under secuon 2607.". .

{b) TECHNICAL AMENDMENT.—The part analysis for part | of tute 13. Un
States Code. is amended by inserung after the item relaung t chapter 119 the
lowing new i1tem:

“120. Telecommunicsations carrier assistance to the Government ... 261

SEC. 2. AUTHORIZATION OF APPROPRIATIONS.

There are authonzed o be appropnated to carry out secuon 2608 of title 18. U

ed States Code, as added by secuon 1—

(1) a total of $500,000.000 for fiscal years 1995, 1996, and 1997; and

(2) such sums as are necessary for each fiscal year thereafter,
such sums t rema:in available untl expended.
SEC. . EFFECTIVE DATE. _

1a) IN GENERAL.—Except as provided in paragraph (2), chapter 120 of title

L'fniud States Code. as added by secuon 1. shall take effect on the date of enacu
of this Act. .

(b) ASSISTANCE CAPABILITY AND SYSTEMS SECURITY AND INTEGRITY REQU
MENTS. —Sections 2602 and 2604 of title 18, United States Code, as added by se
1. shail take effect on the date that is 4 years after the date of enactment of
Act. :

SEC. 4. REFORTS. : ‘

(s) REPORTS BY THE ATTORNEY GEN -_
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(1) IN GENERAL.—On or before Novembper 30, 1995, and o8 or before Novem-
ber 30 of each year for 5 years thereafier, the Attarney General shall supmut
to Congress and make availsble W the public a report oo the amounts paid dur-
ing the preceding fiscal year in payment to telecommunications carmers under
secuon 2608 of title 18, United States Code. as added by section 1.

(2) CONTENTS.—A report under paragraph (1) shall include—

(A) a detailed accounung of the amounts paid to esch carrier and the
tecgmology, equipment, feature or service for which the amounts were paid;
an

(B) projections of the amounts expected to be paid in the current fiscal
vear, the carners 10 which payment is e to be made, and the tech.

g:logi;s. equipment, features or services {or which payment is expected to
made. -

(b) REPORTS BY THE COMPTROLLER GENERAL —

(1) PAYMENTS FOR MODIFICATIONS.—On or before April 1. 1996. and April 1,
1998, the Comptroller General of the United States, r consultation with the
Attorney General and the telecommunicsuons industry, shall submit to the
Congress a report reflecting its anaiysis of the reasonableness and cost-effective-
ness of the payments made by the Attorney General to telecommumnications car-

riers for modilications necessary to ensure compliance with chapter 120 of title
18, United States Code, as added by section 1.

(2) COMPLIANCE COST ESTIMATES.—A report under paragraph (1) shall inciude
the findings and conclusions of the Compuvller General on the costs w be in-
curred after the compliance date, inciuding projections of the amounts expected
to-be incurred and &e technologies. equipment, features or services for which
expenses are expected to be incwsred by telecommunicatons carners to comply
with the assistance capability requirements ip the first § years after the effec-
tive date of section 2602.

SEC. 5. CORDLESS TELIPHONES.

{a) DEFINITIONS.—Section 2510 of title 18, United States Code, is amended—

(1) in paragraph (1) by striking ", but such term does not inciude” and all that
follows Et:muu.ni ; and
ted

ugh "

(2) in ph (12) by swiking subparagraph (A) and redesignating sub-

pmmpfu (g). (C), and (D) as ﬁamgn {:(A). (B), and (C), respectively.
(b) PENALTY.—Section 2511 of title 18, Uni tates Code, is amended—

(1) in subsection (4XbXi) by inserting “a cordless telephone communication
that is transmitted between the cordless telephone handset and the base umit,”
after “cellular telephone communication,”;

(2) in subsection (4XbXii) by inserting “a cordless telephone communication
that is transmitted between the cordless telephone handset and the base unit.”
after “cellular teiephone communication,”. :

SEC. 8. RADIO-BASED DATA COMMUNICATIONS.

Sectﬁ? 3510( 16) of ﬁ:!”e laihUnitsd ?t:::- Code, xi an)ended—
y striking “or” at the end o aragraph (D);
(2) by inserting “or” at the end of £mm h (E); and
(3) by inserting after subparagraph (E) the f ng new subparagraph:
“(F) an electronic communication;”

SEC. 7. PENALTIES FOR MONTTORING RADIO COMMUNICATIONS THAT ARE TRANSMITTED
USING MODULATION TECHNIQUES WTTH NONPUBLIC PARAMETERS.

Scct.i;nd' 2&11(4)::;0! title 18, United :esfm Code, itsu:mel_lded Iz uslt.ri_k.inlu;gr
encryp en” inserting “, encrypted. or tranamitted using modulation -
niques the essential parameters of which have been withheld from the public wmith
the intention of preserving the privacy of such communicaton”.

SEC. 8. TECHNICAL CORRECTION.

Section 25112XaXi) of title 18, United States Code, is amended by striking “used

in_the transmission of a wire communication” and inserting “used in the trans-
mission of a wire or electronic communicauon”.

SEC. 3. FRAUDULENT ALTERATION OF COMMERCIAL MOBILE RADIO INSTRUMENTS.

(a) OFFENSE. —Section 102 a) of title 18, United States Code, is amended—

(1) by striking “or” at the end of paragraph (3); and

{2) by inserting after paragraph (4) the following new paragraphs:
“(8) Kno'nngiy and with intent to defraud uses, produces, es in, has con-
trol or custody of. or possesses a teiecommunications instrument that has been

modified or altered to obtain unsuthonzed use of telecommunications services;
or :
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“(6) knowingly and with intent to defraud uses. produces, traffics 0. has con.
trol or custody of. or possesses—

“1A) a scannung receiver. or

“tB) hardware or software used for aitening or modifying telecommunu-

canons {‘r:sr.ruman!s o obtain unauthonzed access Lo telecommurucauocns
services.

(b) PENALTY. —Section 102%cn2) of wtle 18, United States Code, 1s amended bv
stnking “awl)or 'ax4)” and inserting *rar (11, 141 51, or16:". ’
rc' DEFINITIONS. —Secuon 102%e: of utie 18. Cruted States Code. 1s amended—
1" 1n paragrapn ' 1) by inserting "electronic senal numper. mobile identfica-
uon numbper. personal idenufication number. or other teiecommunications serv-
ice. equipment. or instrument idenctfier,” after “account numoer,”.
21 by stnking “and” at the end of paragraph 5

«31 by stnxing the penod at the end of paragraph !6) and inserting . and”™.
an

14) by adding at the end the following new paragraph:
*17) the term ‘scanmung receiver means a device or apparatus that can be used
to tntercept 2 wWare or electroruc commurnication tn violation of chapter [19°
SEC. 10. TRANSACTIONAL DATA. A
+a; DISCLOSURE OF RECORDS.—Secuon 2703 of utle 18. Uruted States Code. s
amended— '
(11 1n subsection (¥ 1
*A) 1n subparagraph tBl—
‘1 by stnking ciause (i1, and
'u) by redesignaung clauses iii). tiii), and (iv) as clauses 111, ‘u', and
1iil), respecuvely: and
1B) by adding at the end the {ollowing new subparagraph:

“'C) A provider of electronic commurnication service or remote computing service
shall disciose 0 a governmental enuty the name. address. telephone toll billing
records. and length of service of a subscriber o or customer of such service and the
types of services the subscrber or customer uulized. when the governmental enuty
uses an administrauve subpoena authorized by a Federal or State statute or a Fed-
eral or State grand jury or tnal subpoena or any means avaiable under subpara-
graph (B).”; and

(2) by amending the first sentence of subsection id) to read as follows: ~A
court order for disciosure under subsection 1b) or ¢! may be 1ssued by any court
that 1s a court of competent jurisdiction described in section 3126(2+A) and
shall issue only if the governmentai enuty offers specific and araculabie facts
showing that there are reasonable grounds to believe that the contents of a ware

or electronic communication. or the records or other informauon sought. are rei-
evant and matenal to an ongoing cnounal investigation.

th) PEN REGISTERS AND TRAP AND ’mc: Dmcz&—&mod 3121 of utle 18, Urnr-
ed States Code. is amended-—

(1) by redesignaung subssction (c) as subsection (d); and .
{2) by imm_:x after subsection (b) the following new subsection:

“t¢) LIMITATION government agency authonzed to install and use a pen reg-
istar under this chapter or under State law, shall use technoiogy reasonsbly avau-

able to it that restnicts the recording or decoding of electronic or other impulses to
the dialing and signaling informaton utilized in call processing.”.

SUMMARY AND PURPOSE

The purpose of H.R. 4922 is to preserve the government's ability,
pursuant to court order or other lawful authorization, to intercept
communications involving advanced technologies such as digital or
wireless transmission modes, or features and services such as call
forwarding, s dialing and conference calling, .wlnlev protecting
the privacy ot communications and without impeding the introduc-
tion of new technologies, features, and services.

To insure that law enforcement can continue to conduct author-
ized wiretaps in the future, the bill requires telecommunications
carriers to ensure their systems have the capability to: (1) isolate
expeditiously the content of targeted communications transmitted
by the carrier within the carrier’s service area; (2) isolate expedi-
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tiously information identifying the origin and destination of tar-
geted communications; (3) provide intercepted communications and
call identifying information to law enforcement so they can be
transmitted over lines or facilities leased by law enforcemen: 1o a
location away from the carrier’s premises; and (4) carry out inter-

. cepts unobtrusively, so targets are not made aware of the intercep-

tion, and in a manner that does not compromise the privacy and
security of other communications. The bill allows industry to ge-
velop standards to impiement these requirements. [t establishes a
process for the Attorney General to identify capacity requirements.

In recognition of the fact that some existing equipment. services
or features will have to be retrofitted. the legisiation provides that
the Federal gavemment will pay carriers for just and reasonable
costs incurred in modifying existing equipment, services or features
to comply with the capability requirements. The legisiation also
provides that the government will pay for expansions in capacity
to accommodate law enforcement needs.

The legislation also expands privacy and security protection for
telephone and computer communications. The protections of the
Electronic Communications Privacy Act of 1986 are extended to
cordless phones and certain data communications transmitted by
radio. In addition, the bill increases the protection for transactional
data on electronic communications services by requiring law en-
forcement to obtain a court order for access to electronic mail ad-
dressing information. :

The bill further protects privacy by requiring the systems of tele-
communications carriers to protect communications not authorized
to be intercepted and by restricting the ability of law enforcement
to use pen register devices for trackin % lﬂttt']:oses or for obtaining
transactional information. Finally, the bill improves the privacy of

mobile phones by expanding crimipal penalties for using certain de-
vices to steal mobile phone service.

HEARINGS

In the 103d Congress, the Subcommittee on Civil and Constitu-
tional Rights held two joint hearings with the Senate Judiciary
Subcommittee on Technology and the Law on the impact of ad-
vanced telecommunications services and technologies on electronic
surveillance, March 18 and August 11, 1994. .

At the first hearing, held before legislation was introduced, the
witnesses were Louis J. Freeh, Director of the Federal Bureau of
Investigation; William C. O'Malley, district attorney for Plymouth
County, Massachusetts, and President of the National District At-
torneys Association; Roy Neel, President of the United States Tele-
phone Association, which represents local telepbone companies
ranging in size from the Regional Beil Operating Companies
(“Rg‘OEs”) to small companies with fewer than 100 subscribers:
and Jerry Berman, Executive Director of the Electronic Frontier
Foundation (“EFF™), on behalf of EFF and the Digital Privacy and
Security Working Group, a c:oalitiou“1 of eotpptt.i\ter. commuanications,
and public interest organizations and associations..

The second hearing was held after the introduction of H.R.d4922.
Again, Director Freeh, Mr. Neel, and Mr. Berman appeare l%%d
presented testimony. Also appearing as witnesses were riaze -
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wards, Director, Information Resources Man

’ y o ] . agement/ -
ernment, Accounting and Information Management gt'\?:?:‘xﬁ %o‘é
General Accounting Office: and Thomas E. 1t a

eeler, President and

‘CEO of the Cellular Telecommunications Industry Association,

which represents providers of two-way wireless telecommunications
services, including licensed cellular, personal communications serv-
ices, and enhanced specialized mobile radio.

Written submissions for the record were received from AT&T
Corporation, MCI Communications Corporation, the Telecommuni-
cations Industry Association, which represents U.S. manufacturers
of telecommunications equipment, the National Sheriffs’ Associa-
tion, the National Association of Attorneys General, and the Major
Cities Chiefs, an organization of police executives representing the
49 largest metropolitan areas in the U.S. and Canada.

SUBCOMMITTEE ACTION

On August 17, 1994, .the Subcommittee on Civil and Constitu-
tional Rights, by voice vote, a reporting quorum being present, or-
dered favorably reported the bill H.R. 4922 without amendment.

COMMITTEE ACTION

On September 29, 1994, the Committee, by voice vote, a report-
ing 1uorum beinﬁ Rresent. adopted an amendment in the nature ot
a su Stitd?; to H.R. 4922 and ordered the bill favorably reportec
as amended.

BACKGROUND AND DIscUSSION

For the past quarter century, the law of this nation regarding
electronic surveillance has sought to balance the interests of pn
vacy and law enforcement. In 1968, the enactment of Title IIl o
the Omnibus Crime Control and Safe Streets Act of 1968 simuita
neously outlawed the use of electronic surveillance by private par
ties and authorized its use pursuant to a court order by law en
forcement officials engaged in the investigation of specified types c
major crimes. The Senate Report on Title III stated explicitly th=
the legisiation “has as its dual purpose (1) protecting the privac
of wire and oral communications and (2) delineating on a uniforr
basis the circumstances and conditions under which the intercey
tion of wire and oral communications may be authorized.” Sena:
Committee on the Judiciary, Omnibus Crime Control and Sa
Streets Act of 1967, S. Rep. No. 1097, 90th Cong., 2d Sess. (196t
at 66.

Congress was prompted to act in 1968 in part by advancemes
in technology, which posed a threat to privacy. According to tt
1968 Report, “[t]he tremendous scientific and technological deveio
ments that have taken place in the last century have made possib
today the widespread use and abuse of electronic surveillance tec
niques. As a resuit of these developments, privacy of communic
11:?11 is 7seriously jeopardized by these techniques of surveillane:

. at 67. -

After 1968, telecommunications technology continued to chang
and again Congress was required to respond l:fulatlvely to p:
serve the balance between privacy and law enforcement. In t
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Electronic Communications Privacy Act of 1986 (“ECPA~

extended the privacy protections and the law enforcement pyiors o
authornity of Title [II to a new set of technologies and semaififg
as electronic mail, cellular telephones and paging devices. Aga.n
the goal of the legisiation was to preserve “a fair balance between
the privacy expectations of citizens and the legitimate needs of lay
enforcement.” House Committee on the Judiciary, Electronic Com.

‘munications Privacy Act of 1986, H. Rep. 39-647, 39th Cong. 24
Sess. 2 11986) at 19.

Law enforcement officials have consistently testified. as Director
Freen did at the hearings of the bill, that court-authonzed elec-

troxi'xic surveillance is a critical law enforcement and public safety
tool.

CONGRESS MUST RESPOND TO THE “DIGITAL TELEPHONY” REVOLUTION

Telecommunications. of course, did not stand still after 1986..In-
deed. the pace of change in technology and in the structure of the
teiecommunications industry accelerated and continues to acceler-
ate. The resulting challenges for law enforcement and privacy pro-
tection have sometimes been encapsulated under the rubric “digital
telephony,” but the issues go far beyond the distribution between
analog and digital transmission modes. Some of the probiems en-
countered by ilaw enforcement relate to the explosive growth of cei-
lular and other wireless services, which operate in both analog and
digital modes. Other impediments to authorized wiretaps, like call
forwarding, have long existed in the analog environment. Other
considerations, such as the increasing amount of transactional data
generated by the millions of users of on-line services, highlight the
ever increasing opportunities for loss of privacy.

In 1990, Senator Patrick Leahy, chairman of the Senate Judici-
ary Subcommittee on Technology and the Law, assembled a Pri-
vacy and Technology Task Force with experts from business.
consumer advocacy, the law, and civil liberties, to examine current
developments in communications technology and the extent to
which the law in general, and ECPA. specifically, protected, or
failed adequately to protect, personal and corporate privacy.

After examining a wide array of communication media, including
cellular phones, personal communications networks, the newer gen-
eration of cordless phones, wireiess modems, wireless local area
networks (LANS), and electronic mail and messaging, the task force
issued a final report on Mai: 28, 1991 recommending, inter alia.
that the legal protections of ECPA be extended to cover new wire-
less data communications, such as those occurring over cellular
laptop computers and wireless local area networks (LANs), and
cordless phones. In addition, the Task Force found that ECPA was
serving well its purpose of protecting the privacy of the conients of
electronic mail, but questioned whether current restnctions on gov-
ernment access to transactional records generated in the course of
electronic communications were adequate. o ,

Consistent with the task force's conclusions and in view of the in-
creasing impediments to authorized law enforcement electronic sur-
veillance, the Committee has concluded that continued change in
the telecommunications industry deserves legislative attention to
preserve the balance sought in 1968 and 1986. However, it became
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clear to the Committee early in its stud

. : y of the “digital telephonv”
issue that a third concern now explicitly had to be a%;ded ziii?ﬁl.

ance, namely, the goal of ensuring that the telecommunications ia-
dustry was not hindered in the rapid deveiopment and deployment
of the new services and technologies that continue to benefit and
revolutionize society.

Therefore. the bill seeks to balance three key policies: (1) to pre-
serve a narrowly focused capability for law enforcement agencies to
carry out properly authorized intercepts: (2) to protect prnivacy in
the face of increasingly powerful and personally revealing tecn-

nologies: and (3) to avoid impeding the development of new commu-
nications services and technologies.

THE PROBLEM: LEGISLATION NEEDED TO CLARIFY CARRIERS' DUTY TO
COOPERATE

When originally enacted, Title III contained no provision specifi-
cally addressing what responsibility, if any, telecommunications
carriers and others had to assist law enforcement in making au-
thorized interceptions. Shortly after the statute became effective.
the FBI asked a local telephone company to assist in effectuating
an authorized wiretap by providing leased lines and connecting
bridges. The telephone company refused and in 1970 the U.S.
Court of Appeals for the Ninth Circuit held that, absent carriers
to assist lawful wiretaps. Application of the United States, 427 F.2d
639 (9th Cir. 1970). Two months after the Ninth Circuit decision

and with little debate, Congress added to 18 U.S.C. 2518(4) a provi-
sion that now reads:

An order authorizing the interception of a wire, oral, or
electronic communication under this chapter shall. upon
request of the applicant, direct that a provider of wire or
electronic communication service, landlord, custodian or
other person shall furnish the applicant forthwith all infor-
mation, facilities, and technical assistance necessary to ac-
complish the interception unobtrusively and with a mini-
mum of interference with the services that such service
provider, landlord custodian, or person is according the
person whose communications are to be intercepted. Any
rrov’ider of wire or electronic communication service, land-
ord, custodian or other person furnishing such facilities or
technical assistance s be compensated therefor by the

applicant for reasonable expenses incurred in providing
such facilities or assistance.

While the Supreme Court has read this provision as requiring
the Federal courts to compel, upon request of the government, “an)
assistance necessary to accomplish an electronic interception,
United States v. New York Telephone, 434 U.S. 159, 177 (1977, th
question of whether companies have any obligation to design thei
systems such that they do not impede law enforcement interceptio
has never been adjudicated. & -

Indeed, until recently, the question of system design was neve
an issue for authorized surveillance, since intrinsic elements ¢
wire lined networks presented access points where law enforct
ment, with minimum assistance from telephone companies, coul
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isolate the communications associated with a particular surveil-
lance target and effectuate an intercept. Where problems did arise.
they could be addressed on a case-by-case basis in negotiations be-
tween the local monopoly service provider and law enforcement.
(From a public policy perspective, such arrangements would have
had the disadvantage of being concluded without public knowledge
or legislative oversight.)

The break-up of the Bell system and the rapid proiiferation of
new telecommunications technologies and services have vastly com-
plicated law enforcement’s task in that regard. The goal of the leg-
islation, however, is not to reverse those industry trends. Indeeg.
it is national policy to promote competition in the telecommuni-
cations industry and to support the development and widespread
availability of advanced necmologies, features and services. The
purpose of the legislation is to further define the industry duty to
cooperate and to establish procedures based on public accountabil-
ity and industry standards-setting.

The Committee has conciuded that there is sufficient evidence
justifying legisiative action that new and emerging telecommuni-
cations technologies pose problems for law enforcement. The evi-

dence comes from three sources: the General Accounting Office, the
FBI, and the telecommunications industry itseif.

GAO findings

In 1992, analysts from the GAO’s Information Management and
Technology Division interviewed technical representatives from
local telephone companies, switch manufacturers, and cellular pro-
viders, as well as the FBL The GAO found that the FBI had not
adeguately defined its electronic surveillance requirements, but the
GAO concluded that law enforcement agencies did have technical
problems tapping a variety of services or technologies, including
call forwarding, tiber, and N. The GAO also conciuded that cel-
lular systems couid be tapped but that capacity was limited.

The GAO recently conducted further work and testified at the
hearing on August 11, 1994. The GAO reconfirmed its earlier con-
clusion that there are legitimate impediments posed by new and
emerging technologies. The GAQO aiso concluded that the FBI had
made progress in defining law enforcement's needs in terms of ca-

pability and capacity.
FBI survey

FBI Director Freeh testified at the March 18, 1994, hearing that
the FBI had identified specific instances in which law enforcement
agencies were precluded due to technological impediments from
fully implementing authorized electronic surveillance (wiretaps,
pen registers and trap and traces). The Director testified in March
that an informal FBI survey of federal, state, and local law enforce-
ment agencies had identified 91 such incidents, 33% of which in-
volved cellular systems (11% were related to the limited capaaty
of cellular systems to accommodate a large number of intercepts si-
multaneously) and 32% of which involved custom calling features
such as call forwarding, call waiting and speed dialing. i

Because the existence of a problem continued to be questxoned by
some, the FBI re-contacted law enforcement agencies after the




15

March heanng and identsied further exampies. In Apnil. 1994 :=e
FBI presented 10 the House and Senate Judiciary Subcomm:trees
detaiis of 183 instances ‘including the original 91) where tne FRI.
State or local agencies had encountered problems. This evidence
was presented to the Subcommittees on the understanding that :ne

details would not be publicly disseminated. However, the r‘ollowxﬁ;
chart summarizes the FBI's findings:

Technoiogy-based problems encountered bv Federci. Stare. cnd iocai iau: enforcemen:
agencies

Prae
Total problems .

CellWar port capacity ..ot 34

[nability w cagmre aled digits contemporaneous with audio 3
Celiular provider couid not intercept long-distance calls (or provide call setup
information) w or from a targeted phone ...........
Speed dialing/voice dialing/call waiting
Call forwarding

Direct inward dial trunk group 'provider unable to isolate target's commu-

nications or provide call set-up informauon to the exciusion of all other
customers) ;

Voice maul 'provider unable w provide access to the subject's audio when for-
warded to voice mayl or retrieve messages)

Diital Centrex (provider unable w isolate all communicatons associated
with the target w the exciusion of all others)
Other inciuding other calling features such as Call Back: and provider un-
able to: provide trap and trace information: isolate the dipital trans-
mussions associated with a target o the exciusion of all other communca-

tions: comprehensively intarcept communications and provide call set-up
IRfOFTIATION ...oeeeneeeenecncncanerssersesscsnmasssseresnsenerasaemeensassnnsnnnsmsmssersassesstnsses sremsesanns 42

Industry acknowledges the problem

Representatives of the telecommunications industry now ac-
knowledge that there will be increasingly serious problems for law
enforcement interception posed by new technologies and the new
competitive telecommunications market. At the hearing on August
11, Roy Neel, president of the United States Telephone Association
and the chief spokesperson for the telephone industry on this issue.
was asked by Senator Leahy if the time was fast approaching when
a great deal of the ability of law enforcement to carry out wiretaps
will be lost. Mr. Neel answered, “In a number of cases with new
enhanced services, that is probably true.” N

The industry maintains that its companies have a long tradition
of working with law enforcement under current law to resolve tech-
nical issues. However, with the proliferation of services and service
providers, such a company-by-company approach is becoming in-
creasingly untenable.

In response, the phone companies and the FBI have created an
Electronic Communications Service Provider Committee, through
which representatives of all the RBOCs have been meeting with
law enforcement on a regular basis to develop solutions to a range
of problems. The committee has created “Action Teams” on per-
sonal communications services, wireless cellular, the advanced in-
telligence network.” and switch-based solutions, among others. The
chairman of the committee, a vice gresidept. of one ot the RBOCs
stated in a letter dated March 1 and submitted by the FBI Director
during his testimony in March: “If meaningful solutions are to re-
sult, all participants must first understand that there is in fact z

sevssccsens
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problem. not that one participant, or one group of partic
says so. Now that the (gommttee recognizes the prob%ems,x?tu c;;
proceed to identify and develop appropnate solutions.”

However, participation in the Service Provider Committee is vol.
untary and its recommendations are unenforceable. As a resuit, the
Judiciary Committee has concluded that legisiation is necessary.

LAW ENFORCEMENT REQUIREMENTS

The legisiation uires telecommunications common carriers to
ensure that new t ologies and services do not hinder law en-
forcement access to the communications of a subscriber who is the
subject of a court order authorizing electronic surveillance. The bill
will preserve the government’s ability, pursuant to court order. to
intercept communications that utilize advanced technologies such
as digital or wireless transmission.

To insure that law enforcement can continue to conduct wiretaps,
the bill requires telecommunications carriers to ensure their sys-
tems have the capability to:

(1) Isolate expeditiously the content of targeted communica-
tions transmitted within the carrier's service area:

(2) Isolate expeditiously information identifying the originat-
ing and destination numbers of targeted communications, but
not the physical location of targets;

(3) Provide intercepted communications and call identifying
information to law enforcement in a format such that they may
be transmitted over lines or facilities leased by law enforce-
ment to a location away from the carrier's premises; and

(4) Carry out intercepts unobtrusively, so targets of elec-
tronic surveillance are not made aware of the interception. and

in a manner that does not compromise the privacy and secunty
of other communications.

Cost

The GAO testified at the August 11, 1994 hearing that the costs
of compliance with the foregoing will depend largely on the details
of standards and technical specifications, which, under the bill. will
be developed over the next four years by industry associations and
standard-setting organizations. : . _

The bill requires the Federal government, with appropriated
funds, to pay all reasonable costs incurred by industry over the
next four years to retrofit existing facilities to bring them into com-
pliance with the interception requirements. The bill authorizes at
least $500 million for this purpose. In the event that the $500 muil-
lion is not enough or is not appropriated, the legislation provides
that any equipment, features or services deployed on the date of
enactment, which government does not pay to retrofit, shall be con-
sidered to be in compliance until the equipment, feature, or service
is replaced or significantly upgraded or otherwise undergoes major
modification. .

After the four year transition period, which may be extended an
additional two years by order of the FCC, industry will bear the
cost of ensuring that new equipment and services meet the legis-
lated requirements, as defined by standards and specifications pro-
mulgated by the industry itself. '
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However, to the extent that industry must install additional ca-
pacity to meet law enforcement needs, the bill requires the govern-
‘ment to pay all capacitdy costs from date of enactment, inclug'mg all
capacity costs incurred after the four year transition period. The
Federal government, in its role of providing technical support to
state andg local law enforcement, wil.lppay costs incurred in meeting

the initial capacity needs and the future maximum capacity needs
for electronic surveillance at all levels of government.

THE LEGISLATION ADDRESSES PRIVACY CONCERNS

Since 1968, the law of this nation has authorized law enforce-
ment agencies to conduct wiretaps pursuant to court order. That
authority extends to voice, data, fax, E-mail and any other form of
electronic communication. The bill will not expand that authonty.
However, as the potential intrusiveness of tecanology increases, it
is necessary to ensure that government surveillance authonty is
clearly defined and appropriately limited.

In the eight years since the enactment of ECPA, society's pat-
terns of using electronic communications technology have changed
dramatically. Millions of people now have electronic mail address-
es. Business, nonprofit organizations and political groups conduct
their work over the Internet. Individuals maintain a wide range of
relationships on-line. Transactional records documenting these ac-
tivities and associations are generated by service providers. For
those who increasingly use these services, this transactional data
reveals a great deal about their private lives, all of it compiled in
one place. _

In addition, while the portion of cordless telephone communica-
tions occurring between the handset and base unit was exciuded
from ECPA's privacy protections, the 1991 Privacy and Technology
Task Force found that “{t]he cordless phone, far from being a nov-
elty item used only at ‘poolside,’ has become ubiquitous . . . More
and more communications are being carried out by people (using
cordless phones] in private, in their homes and offices, with an ex-
pectation that such calls are just like any other phone call.”

Therefore, H.R. 4922 includes provisions, which FBI Director
Freeh supported in his testimony, that add protections to the exer-
cise t?fll the government's current surveillance authority. Specifically,
the bill: A

1. Eliminates the use of subpoenas to obtain E-mail address-
es and other similar transactional data from electronic commu-
nications service providers. Currently, the government can ob-
tain transactional logs containing a person’s entire on-line pro-
file merely upon presentation of an administrative subpoena is-
sued by an investigator without any judicial intervention.
Under H.R. 4922, a court order would be required. .

2. Expressly provides that the authority for pen registers
and trap and trace devices cannot be used to obtain tracking
or location information, other than that which can be deter-
mined from the phone number. Currently, in some cellular sys-
tems, transactional data that could be obtained by a pen reg-
ister may include location information. Further, the bill re-
quires law enforcement to use reasonably available technology
to minimize information obtained through pen registers.
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3. Explicitly states that it does not limit the righis of sub-
scribers to use encryption.

4. Allows any person, including public interest groups, to pe-
tition the FCC for review of standards implementing wiretap
capability requirements. and provides that one factor for judg.
ing those standards is whether they protect the privacy of com-
munications not authorized to be intercepted.

3. Does not require mobile service providers to reconfigure
their networks to deliver the content of communications occur-
ring outside a carrier's service area.

6. Extends privacy protections of the Electronic Communica-
tions Privacy Act to cordless phones and certain data commu-
nications transmitted by radio.

7. Requires affirmative intervention of common carriers’ per-
sonnel for switch-based interceptions—this means law enforce-
ment will not be able to activate interceptions remotely or

independently within the switching premises of a telecommuni-
cations carrier.

Narrow scope

It is also important from a privacy standpoint to recognize that
the scope of the legislation has been greatly narrowed. The only en-
tities required to comply with the functional requirements are tele-
communications common carriers, the components of the public
switched network where law enforcement agencies have always
served most of their surveillance orders. Further, such carriers are
required to comply only with respect to services or facilities that
provide a custorner or subscriber with the ability to originate, ter-
minate or direct communications.

The bill is clear that telecommunications services that support
the transport or switching of communications for private networks
or for the sole purpose of interconnecting telecommunications car-
riers (these would include long distance carriage) need not meet
any any wiretap standards. PBXs are excluded. So are automated
teller machine (ATM) networks and other closed networks. Also ex-
cluded from coverage are all information services, such as Internet
service providers or services such as Prodigy and America-On-Line.

All of these private network systems or information services can
be wiretapped pursuant to court order, and their owners must co-
operate when presented with a wiretap order, but these services
and systems do not have to be designed so as to comply with the
capability requirements. Only telecommunications carriers, as de-
fined in the bill, are required to design and build their switching
and transmission systems to comply with the legisiated require-
ments. Earlier digital telepbony proposals covered all providers of
electronic communications services, which meant every business
and institution in the country. That broad approach was not prac-
tical. Nor was it justified to meet any law enforcement need.

H.R. 4922 RESPONDS TO INDUSTRY CONCERNS

H.R. 4922 inciudes several provisions intended to ease the bur-
den on industry. The bill grants.telephone companies and other
covered entities a four year transition period in which to make any
necessary changes in their facilities. In addition, it allows any com-
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pany to seek {rom the FCC up to a two vear extension of :he com.
pliance date if retrofitting a particular system will taxe longer tnan
the four vears allowed for compiiance.

The Federal government will pay will reasonable costs incurred
by industry in retrofitting facilities to correct existing propiems.

The bill requires the Attorney General to estimate the capac::y
needs of law enforcement for electronic surveillance. so that car-
riers will have notice of wnat the government 1s likeiy to reques:.
The bill requires government 0 reimburse carmers {or reasonadie
costs of expanding capacity 1o meet law enforcement needs.

No impediment to technoiogical innotation

The Committee’s intent is that compliance with the requirements
in the bill will not impede the development and deplovment of rew
technologies. The bill expressiy provides that law enforcement may
not dictate svsiem design features and may not bar introduction or
new features and technoiogies. The bill establishes a reasonable-
ness standard for compliance of carriers and manufacturers. Courts
may order compiiance and may bar the introduction of technology.
bur only if law enforcement has no other means reasonably avail-
able to conduct interception and if compliance with the standargs
is reasonably achievable through application of available tech-
nology. This means that if a service of technology cannot reason-
ably be brought into compliance with the interception require-
ments. then the service or technology can be deploved. This is the
exact opposite of the original versions of the legislation. which
would have barred introduction of services or features that could
not be tapped. One factor to be considered when determ:ning
whether compliance is reasonable is the cost to the carmer of com-
pliance compared to the carrier's overall cost of developing or ac-
quiring and depioving the feature or service in question.

e legislation provides that the telecommunications industry 1it-
self shall decide how to implement law enforcement's requirements.
The bill allows industry associations and standard-setting bodies.
in consultation with law enforcement, to establish publicly avail-
able specifications creating “safe harbors™ for carriers. This means
that those whose competitive future depends on innovation wiil
have a key role in interpreting the legislated requirements and
finding ways to meet them without impeding the deployment of
new services. If industry associations or standard-setting organiza-
tions fail to issue standards to implement the capability require-
ments, or if a government agency or any person, including a car-
rier, believes that such requirements or standards are deficient. the

agency or person may petition the FCC to establish technical re-
quirements or standards.

Accountability

Finally the bill has a number of mechanisms that will allow fo
Congressional and public oversight. The bill requires the govern
ment to estimate its capacity needs and publish them in the Fed
eral Register. the bill requires the government, with funds appro
priated by Congress through the normal appropriations process. t
pay all reasonable costs incurred by industry in retrofitting faciii
ties to correct existing problems. It requires the Attorney (enerz
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to file vearly reports on these expenditures for the first six vears
after date of enactment, and requares reports from the General Ac-
counting Office in 1996 and 1998 estimating future costs of compli-
ance. [t requires that the government to reimburse carriers, with
publicly appropriated funds, in perpetuity for the costs of expand-
ing capacity to meet law enforcement needs. Furthermore, all pro-
ceedings before the FCC will be subject to public scrutiny, as well
as congressional oversight ad judicial review.

RELATIONSHIP WITH EXISTING ASSISTANCE REQUIREMENTS

The assistance capability and capacity requirements of the bijll
are in addition to the existing necessary assistance requirements in
sections 2518(4) and 3124 of title 18, and 1805(b) of title 50. The
Committee intends that 2518(4), 3124, and 1805(b) will continue to
be applied, as they have in the past, to government assistance re-

quests related to specific orders, including, for example, the ex-
penses of leased lines.

SECTION-BY-SECTION ANALYSIS
SECTION 1.—INTERCEPTION OF DIGITAL AND OTHER COMMUNICATIONS

This section adds a new chapter 120 to title 18, United States
code, to define more precisely the assistance that telecommuni-
cations carriers are required to provide in connection with court or-
ders for wire and electronic interceptions, pen registers and trap
and trace devices. This new chapter contains eight sections num-
bered 2601 through 2608.

Section 2601 provides definitions for “call-identifying informa-
tion,” “information services,” “government,” “telecommunication
support services,” “telecommunications carrier.”

A “telecommunications carrier” is defined as any person or entity
engaged in the transmission or switching of wire or electronic com-
munications as a common carrier for hire, as defined by section
3(h) of the Communications Act of 1934, and includes a commercial
mobile service, as defined in section 332(d) of the Communications
Act, as amended. This definition encompasses such service provid-
ers as local exchange carriers, interexchange carriers, competitive
access providers (CAPs), cellular carriers, providers of personal
communications services (PCS), satellite-based service providers,
cable operators and electric or other utilities that provide tele-
communications services for hire to the public, and any other com-
mon carrier that offers wireline or wireless service for hire to the
public. The definition of telecommunications carrier does not in-
clude persons or entities to the extent they are engaged in provid-
ing information services, such as electronic mail providers, on-line
services %roviders, such as Compuserve, igy, America-Ou-line
- or Mead Data, or Internet service providers. Call forwarding, speed

dialing, and the call redirection portion of a voice mail service are
covered by the bill. . .

In addition, for purposes of this bill, the FCC is authorized to
deem other persons and entities to be telecommunications carrers
subject to the assistance capability and capacity requirements to
the extent that such person or entity serves as a replacement for
the local telephone service to a substantial portion of the public
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WILNIN a state. AS part of its determiNation wnetner s=e sunie .-,
terest is served DY deeming a person or entity a teiecomm--..
cations carrier for the purposes of this bl the Commission snaii
consider whnether such determination would promote competis:on.
encourage the deveiopment of new technoiogies. and protect sudiic
safety and national secunty.

The term “call-identifying information™ means the dialing or s:g-
naling information generated that identifies the origin and desuna-
ti0n or a wire or eiectronic communication piaced to. or received Sy,
the raciity or service that 1s the subject of the court order or .37l
authorization. For voice communications, 12is information 5 *wo:-
cally the eiectronic pulses. audio tones, or signailing messages 1na:
identify the numbers dialed or otherwise transmitted Sor <ne cur.
pose of routing calls through the telecommunications carrers se:.
work. [n pen register investigations. these pulses. tones. or mes-
sages identify the numbers dialed from the facility that is the sub-
Ject of the court order or other lawful authonzation. In trap and
trace investigations. these are the incoming pulses, tones. or mes-
sages which identify the originating numpoer of the facilitv {rom
which the call was placed and which are captured when directed
to the facility that is the subject of the court order or authonzation.
Other dialing tones that may be generated by the sender that are
used to signal customer premises equipment of the reciptent :re
not to be treated as cali-identifying information.

The term “government” means the government of the United
States and any agency or instrumentality thereot, the Distnct of
Columbia. any commonwealth, territory, or possession of the Unit-
ed States. and any State or political subdivision thereof authonzed
by law to conduct electronic surveillance.

The term “telecommunications support services” means a prod-
uct, software or service used by a telecommunications carrier for
the internal si.maling or switching functions of its telecommuni-
cations network. The Committee understands there are currently
over one hundred entities that provide common carriers with spe-
cialized support services. The definition of “telecommunications
ks)ulxl::port services” excludes “information services.” as defined in the

ill.

The term “information services™ includes messaging services of-
fered through software such as groupware and enterprise or per-
sonal messaging software, that is, services based on products 'in-
cluding but not limited to multimedia software) of which Lotus
Notes (and Lotus Network Notes), Microsoft Exchange Server.
Novell Netware, CC: Mail, MCI Mail. Microsoft Mail, Microsoit Ex-
change Server. and AT&T Easylink (and their associated services!
are both exampies and precursors. It is the Committees intention
not to limit the definition of “information services” to such current
services, but rather to anticipate the rapid development of ad-
vanced software and to inciude such software services in the defini
tion of “information services.” By including such software-basec
electronic messaging services within the definition of informatior
services. they are excluded from compliance with the requirement.
of the bill.

Section 2602. entitled “Assistance capability requirements.” con
sists of four subsections. Subsection (a) sets forth four “Capabilit
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Reguirements.” whicn every telecommunications carrer is required
to meet in connection With those services or facilities that ailow
customers to originate. terminate or direct communications.

The first requirement S expeditiously to isolate and enable the
government to intercept all communications in the carrier's controi
to or from the equipment, facilities or services of a subscribe, con-
currently with the communications’ transmission. or at any later
tume acceptable to the government. The bill is not intended to guar-
antee “one-stop shopping” for law enforcement. The question of
wnich communications are in a carmner's control will depend on the
design of the service or feature at issue, which this legqislation does
‘not purport to dictate. If. for example. a forwarded call reaches the
system of the subscniber’'s carrier. that carrier is responsible for iso-
lating the communication for interception purposes. However, if an
advanced intelligent network directs the communication to a dif-
ferent carrier, the subscriber's carrier only has the responsibility,
under subsection td), to ensure that law enforcement can identify
the new service provider handling the communication.

The second requirement is expeditiously to isolate and enable the
government 10 access reasonably availabie call identifying informa-
tion about the origin and destination of communications. Access
must be provided in such a manner that the information may be
associated with the communication to which it pertains and is pro-
vided to the government before, during or immediately after the
message's transmission to or from the subscriber, or at any later
time acceptable to the government. Call identifying information ob-
tained pursuant to pen register and trap and trace orders may not
include information disclosing the physical location of the sub-
scriber sending or receiving the message, except to the extent that
location is indicated by the phone number. However, if such injor-
mation is not reasonably available, the carrier does not have to
modify its system to make it available.

The third requirement is to make intercepted communications
and call identifying information available to government in a for-
mat available to the carrier so they may be transmitted over lines
or facilities leased or procured by law enforcement to a location
away from the carrier's premises. If the communication at the point
it is intercepted is digital, the carrier may provide the signal to law
enforcement in digital form. Law enforcement is responsible for de-
termining if a communication is voice, fax or data and for transiat-
ing it into useable form. , .

e final requirement is to meet these requirements with a mini-
mum of interference with the subscriber's service and in such a
way that protects the privacy of communications and call identify-
ing information that are not targeted buy electronic surveillance or-
ders, and that maintains the confidentiality of the government's
wiretaps. . ) _

The Committee intends the assistance requirements in section
2602 to be both a floor and a ceiling. The FBI Director testified
that the legisliation was intended to preserve the status quo, that
it was intended to provide law enforcement no more and no less ac-
cess to information than it had in the past. The Committee urges
against overbroad interpretation of the requirements. The legisia-
tion gives industry, in consuitation with law enforcement and sub-
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ject to review by the FCC, a key role in developing the technica:
requirements and standards tha

! : t will allow impiementation of tne
requirements. The Committee expects industry, law enforcemen:
and the FCC to narrowly interpret the requirements.

Subsection tb) limits the scope of the assistance requirements :n
several important ways. First, law enforcement agencies are not
permitted to require the specific design of systems or features. ror
prohibit adogtion of any such design. by wire or electronic commu-
nication service provides or equipment manufacturers. The iegisia-
tion leaves it to each carmer to decide how to comply. A carrier
need not insure that each individual component of its network or
systemn complies with the requirements so long as each communica-

- ed

tion can be intercepted at some point that meets the legqisiated re-
quirements.

Second. the capability requirements only apply to those serxices
or facilities that enable the subscriber to make. receive or direc:
calls. They do not apply to information services. such as electron:c
mail services, or on-line services. such as Compuserve. Prodigy.
America-On-line or Mead Data, or Internet service providers. The
storage of a message in a voice mail or E-mail “box” is not covered
by the bill. The redirection of the voice mail message to the Sox”
and the transmission of an E.mail message to an enhanced service
provider that maintains the E-mail service are covered.) Nor does
the bill apply :o0 services or facilities that support the transport or
switching of communications for private networks or for the sole
purpose of interconnecting telecommunications carriers.

Because financial institutions have major concerns about security
and reliability, they have established private communications net-
works for data transmission traffic such as automated teller —a-
chines tATM). point of sale (credit card) verification systems. ina
bank wires. Some of these networks are point to point. aithouzl
many utilize the public network at various points. ATM networks.
bankcard processing networks, automated check clearinghouse net-
works, stock exchange trading networks, point of sale systems. ana
bank wire transfer, stock transfer and funds transfer systems are
all exciuded from the coverage of the legisiation whether or not
they involve services obtained from telecommunications carmers
Private networks such as those used for banking and financia
transactions have not posed a problem to law enforcement. Ther
are good reasons for keeping them as closed as possible. These net
works are not the usual focus of court authorized electronic surveti
lance. and the financial information travelling on these networks i
lalreac:iy available to law enforcement agencies under the bankin
aws. ' N

Thus, a carrier providing a customer with a service or faciitt
that allows the customer to obtain access to a publicly switche
network is responsible for complying with the capability requirt
ments. On the other hand. for communications handied by multip!
carriers, a carrier that does not originate or terminate the messag
but merely interconnects two other carriers, is not subject to t}
requirements for the interconnection part of its facilities.

While the bill does not require reengineering of the Internet. n
does it impose prospectively functional requirements on r}
Internet. this does not mean that communications carried over |
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Internet are :mmune from interception or that the I

a safe haven for illegal activity. Communications can::;ngieiﬁfﬁ
Internet are subject to interception under Title III just like otner
electronic communications. That issue was settled in 1386 with the
Electronic Communications Privacy Act. The bill recognizes, how-
eve~, that law enforcement will most likely intercept communica-
tions over the [nternet at the same place it intercepts other elec-
tronic communications: at the carrer that provides access to the
pubiic switched network.

The bill does not cover private branch exchanges (PBX's). This
means that there will be times when the telecommunications car-
rier will be unable to isolate the communications of a specific indi-
vidual whose communications are coming through a PBX. This
poses a minimization problem to which law enforcement agencies,
courts. and carriers should be sensitive. The Committee does not
intend the exclusion of PBX's to be read as approval for trunk line
intercepts. Given the minimization requirement of current law.
courts should scrutinize very carefully recg.xesu to intercept truck
lines and insist that agencies specify how they will comply with the
minimization requirement. This is especiaily true of intercepts of
E-Mail and fax transmissions. In addition, carriers presented with
an order for interception of a trunk line have the option to seek
‘modification of such an order.

Finally, telecommunications carriers have no respoasibility to
decrypt encrypted communications that are the subject of court-or-
dered wiretaps, uniess the carrier provided the encryption and can
decrypt it. This obligation is consistent with the obligation to fur-
nish all necessary assistance under 18 U.S.C. Section 251814
Nothing in this paragraph would prohibit a carrier from deploving
an encryption service for which it does not retain the ability to
decrypt communications for law enforcement access. The bill does
not address the “Clipper Chip”or Key Escrow Encryption issue.
Nothing in the bill is intended to limit or otherwise prevent the use
of any type of encryption within the United States. Nor does the
Committee intend this bill to be in any way a precursor to any kind
of ban or limitation on encryption ology. To the contrary, sec-
tion 2602 protects the right to use encryption. . .

Subsection (¢), allows a carrier, in emergency or exigent cir-
cumstances, at the sole discretion of the carrier, to fulfill its obliga-
tion to deliver communications to law enforcement under the thurd
capability requirement by allowing monitoring on the carmer’s
premises. _ .

Subsection (d), entitled “Mobile Service Assistance Requirement,
addresses the responsibility of the carrier who can no longer de-
liver a message or call identifying information to law enforcement
because the subscriber, the communication and the call identifying
information have left the carrier's service area. In such a case, the
carrier that had the assistance responsibility is not required to con-
tinue providing the government with the communication content or
call identifying information, but must ensure that the government
can determine which carrier or service provider has subsequently
gicked up the communications or call identifying information and

egun serving the subscriber, subject to limitations on disclosing io-
cation information as described in section 2602(a).
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Section 2603. entitled "Nouces of capacity requirements.” siaces
the ourden on the government to estimate its capacity needs and
to do so in @ cost-consclous manner. while aiso providing carrers
with a “safe narbor” for capacity.

Subsection 'a’ requires the Attorney General. within one vear o
enactment. (0 publisn in the Federai Register and provide to appro
priate industry associations and standards bodies notices of bott
the maximum capacity and the initial capacity required to accom
modate all intercepts. pen registers. and trap and trace devices txt
government 'inciuding Federal. State and local law enforcement
expects to operate simultaneously.

The maximum capacity relates %o the greatest number of inter
cepts a particular switch or system must be capable of impiement
ing simultaneously. The initial capacity relates to the number »n
intercepts the government will need to operate upon the date tha
is four vears after enactment.

The Attorney General is directed to develop the notices after con
sultation with local and State law enforcement authonties and *h
carriers. equipment manufacturers and providers of telecommuni
cations support services. The Attorney General is given flexipilit
in determining the form of the notice. For example, the notices ma
be in the form of a specific number for a particular geographi
area, or a generally applicable formula based on the numpber of zut
scribers served by a carrier. However, the notices must identify. :
the maximum extent possible, the capacity required at specific ze
graphic locations. including carrier office locations.

Subsection b provides that telecommunications carriers mu
ensure that. within three years after publication of the notices. .
within four vears after enactment, whichever is later. they nha-
the maximum capacity and the initial capacity to execute all ele
tronic surveillance orders. If the Attorney General publishes t!
first capacity notices before the statutory time of one year h
elapsed. compliance by carriers must be achieved at the same ur
as the effective date in Section 2 of this Act. In the event the At
ney General publishes the notices after the statutory -.ime lim
carriers will have three years thereafter to comply, which time g
riod will fall after the effective date of section 2602.

Subsection (¢} requires the Attorney General periodically to g1
telecommunications carriers notice of any necessary increases
maximum capacity. Carriers will have at least three years, and
to any amount of time beyond three years agreed to by the Att
ney General, to comply with the increased maximum capacity
quirements. :

Subsection d) requires carriers to submit statements to the :
torney General identifying systems or service that do not have t
capacity to accommodate simultaneously the number of _interct
tions, pen registers and trap and trace devices set forth in the «
pacity notices issue by the Attorney General under subsection ¢

Subsection e’ provides that the Attorney General may reimbut
carriers for modifications necessary to comply with capacity notic
Until the Attorney General agrees to reimburse a carner for su
modifications. the carrier shall be considered to be in complian

with the capacity notices.
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Section 2604 protects systems security and integrit iri
that any electronic surveillance effected within a c?nfef-’-z ﬁ;‘ﬁﬁg
premises be activated only with intervention by an employee of the
carrier. The switching premises include central offices and mobile
telephone switching offices (MTSOs).

This makes clear that government agencies do not have the au-
thority to activate remotely interceptions within the switching
premises of a telecommunications carrier. Nor may law enforce-
ment enter onto a telecommunications carrier's switching office
premises to effect an interception witbout the carrier's prior knowl-
edge and consent when executing a wiretap under exigent or emer-
gency circumstances under section 2602(c). All executions of court
orders or authorizations requiring access to the switching facilities
will be made through individuals authorized. and designated by the
telecommunications carrier. Activation of interception orders or au-
thorizations originating in local loop wmnﬁ or cabling can be ef-
fected by government personnel or by individuals designated by the
telecommunications carrier, depending upon the amount of assist-
ance the government requires. .. '

Section 2605 requires a telecommunications carrier to consult
with its own equipment manufacturers and support service provid-
ers to ensure that equipment or services comply with the capability
requirements. Manufacturers and support services providers are
required to make available to their telecommunications carrier cus-
tomers the necessary features or modifications on a reasonably

timely basis and at a reasonable charge. Subsection 2605(b) clearly
means that when a manufacturer makes available features or

modifications to permit its customer to comply with the require-
ments of the bill, the manufacturer is to be paid by the carrier in
accordance with normal and accepted business practices.

These responsibilities of the manufacturers and support services
roviders make clear that they have a critical role in ensuring that
awful interceptions are not thwarted. Without their assistance,

telecommunications carriers likely could not comply with the capa-
bility requirements.

Section 2606 establishes a mechanism for implementation of the
capability requirements that defers, in the first instance, to indus-
try standards organizations. Subsection (a) directs the Attorney
General and other law enforcement agencies to consuit with asso-
ciations and standard-setting bodies of the telecommunications in-
dustry. Carriers, manufacturers and support service providers will
have a “safe harbor” and be considered in compliance with the ca-
pability requirements if they comply with publicly available tech-
nical requirments or standards designed in good faith to impie-
ment the assistance requirements. .

This section provides carriers the certainty of “safe harbors,
found in standards to be issued under a process set up in the bill.
The use of standards to implement legislative requirements is, of
course, appropriate so long as Congress delineates the policy that
the guidelines must meet. Skinner v. Mid-America_Pipeline Co.,
490 U.S. 212, 220 (1989). (“It is constitutionally sufficient if Con-
gress clearly delineates the general policy.”). . _

This bill, in fact, provides through the four factors in section
2602 much greater specificity than found in many delegations



upneid by the courts. See. eg., Yokus v. ["S.. 321 U3 114 420
*1944) 1upholding delegation of authonty to fix prices tnat “wiii e
generajly fair and equitabie and will effectuate the purposes” of :l:e
statuter FPC v. Hope Natural Gas Co., 320 U.S. 591. 600 « 1944
'delegation to determine “just and reaconable” rates upheid).

The authonty to issue standards to implement legisiation dele-
gated here to private parties is well within what has been upneid
\N numerous precedents. [n St. Louts, Iron Mtn. & Southern Pv
Co. v. Tavlor. 210 U.S. 281 11908". the Supreme Court upheid :=e
deiegation of authority to the Amerncan Raiiway Association to es-
tapiish the standard heignt of draw bars tor freight cars. [a
Noblecrast Industries v. Secretarv of Labor. 614 F.2d 199 '9th Cir.
1980 . tne Ninth Circuit sustained Congress's delegation to priva e
organizations of the authonty t> develop healith and safetv stand-
ards. See also {"S. v. Frame, 885 F.2d 1119. 1122 13d Cir. 1939.
rupholding delegation to the beef industry to devise its own strate-
gies to implement the government's policy).

The appropriateness of the delegation here is furthered by rwe
factors: '1» Compliance with the industry standards 1s voluntary.
not compulsory. Carriers can adopt other solutions for compiving
with the capability requirements; and (2} The FCC retains controi
over the standards. Under section 2602(b), any carrier. any law en-
forcement agency or any other interested party can petition the
FCC. which has the authonty to reject the standards developed by
industry and substitute its own. See Sunshine Anthracite Coal Co.
v. Adkins, 310 U.S. 381 (1940); St. Louis, [ron Mtn, supra: Frame.
supra. 885 F.2d at 1128 (delegation valid where discretion of pn-
vate bodies is subject to the government's authority to disapprove
or modify the standards).

This section states affirmatively that the absence of standards
will not preclude carriers, manufacturers or support service provid-
ers from deploying a technology or service. but they must sull com-
ply with the assistance capability requirements.

Subsection (b) provides a forum at the Federal Communications
Commission in the event a dispute arises over the technical re-
quirements or standards. Anyone can petition the FCC to establish
technical requirements or standards, if none exist, or challenge any
such requirements or standards issued by industry associations or
bodies under this section. In taking any action under this section.
the FCC is directed to protect privacy and security of communica-
tions that are not the targets of court-ordered electronic surveil-
lance and to serve the policy of the United States to encourage the
provision of new technoiogies and services to the public.

If an industry technical requirement or standard is set aside o
supplanted by the FCC, the FCC is required to consuit with the A
torney General and establish a reasonable time and conditions fo:
compliance with and the transition to any new standard. The FC(
may also define the assistance obligations of the telecommuni
cations carriers during this transition period. .

This section is also intended to add openness and accountabilit
to the process of finding solutions to intercept problems. Any FC(

decision on a standard for compliance with this bill must be mad
publicly. '
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Subsection 'c) gives teleCOmMmMUCIcAtions carriers an addional
two years to achieve compiiance with the assistance capabiiity re-
quirements beyond the four years provided in Section 2 of the bill.
if they petition for, and the FCC grants, an extension. The FCC
may grant a petition for relief from compliance with the assistance
capability requirements for up to two years in circumstances where
the carmier can show that compiiance with those requirements is
not reasonably achievable through application of tecnnology avail-
able within the four year compliance record. The Attorney General
wiil reimpurse the carmer for any necessary modifications made
during the extension perod.

" Any extension granted under this subsection applies only to that
part of the carrier's business on which the feature or sernce at
1ssue is used. ‘

Section 2607 provides for enforcement by the courts. Subsection
ta) provides that a court may order telecommunications carriers.
equipment manufacturers and support service providers to comply
forthwith with the requirements of the Act in circumstances where
an electronic surveillance order or authorization has been issued
but cannot be effected because a carrier has failed to comply with
the requirements of the bill. This provision complements the exisz-
ing requirement in 18 U.S.C. §2518(4) that an order authorizing
electronic surveillance may direct that providers of wire or elec-
tronic comrmunications services or any “other person * * * furnish
* * * forthwith all information, facilities, and technical assistance
necessary to accomplish the interception.”

Subsection (b) authorizes the Attorney General, in the absence of
a particular electronic surveillance order or authorization, to apply
to an appropriate United States Court for an enforcement order di-
recting a telecommunications carrier, equipment manufacturer or
support services provider to comply with the bill. In order to avoid
disparate enforcement actions throughout the country which could
be burdensome for telecommunications carriers, this authority is
vested in the Attorney General of the United States through the
Department of Justice and the Offices of the various United States
Attorneys.

Subsection (c) places limitations on the court’s authority to issue
enforcement orders. First, the court must find that law enforce-
ment has no alternatives reasonably available for implementing
the order through use of other technologies or by serving the order
on another carrier or service provider. %ssentiauy, the court must
find that law enforcement is seeking to conduct its interception at
the best, or most reasonable, piace for such interception. _

Second, the court must find that compliance with the require-
ments of the bill are reasonably achievable through application of
available technology, or would have been reasonably achievable if
timely action had been taken. Of necessity, a determination of “rea-
sonably achievable” will involve a consideration of economic factors.
This limitation is intended to excuse a failure to comply with the
assistance capability requirements or capacity notices where the
total cost of compliance is wholly out of proportion to the useful-
ness of achieving compliance for a particular type or category of
services or features. This subsection recognizes that, in. certain cir-
cumstances, telecommunications carriers may deploy features or
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services even though they are not in compliance with »i
is bi hott ire-
ments of this bill. . ne requ:re
In the event that either of these standards is not met, the cour
may not issue an enforcement order and the carme :

: . . , I may proceed
with deployment. or with continued offering to the public.p of the
feature or service at issue.

Subsection (d) requires a court upon issuance of an enforcement
order to set a reasonable time and conditions for complying with
the order. [n determining what is reasonable. the court may con-
sider as to each party before it 2 number of enumerated factors.

Subsection re' provides that an order may not be issued requining
a carrier to provide capacity in excess of the capacity for which the
.;.st:)%mey General has agreed to reimburse the carner under section
2 (e,

Subsection () provides for a civil penaity up to $10.000 per day.
from the date of the order. or such later date as a court may de-
cree, for any carmer. equipment manufacturer or support service
provider that wviolates the section. In setting the appropriate
amount of the fine. a court may consider a number of enumerated
factors. including the nature, circumstances, and extent of the vio-
lation. and. with respect to the violator, ability to pay, good faith
efforts to comply in a timely manner, effect on ability to continue
to do business, the degree of culpability or delay in undertaking ef-
forts to comply, and such other matters as justice may require.

While Subsection 2607(f) would subject to civil penalties a manu-
facturer that fails to provide its customers with the features or
modifications necessary for them to comply, the Committee fully
expects that manufacturers and carriers will ensure the compliance
with the requirements through the normal marketplace mecha-
nisms. as carriers, in their orders, specify equipment that meets
the requirements of the bill. The imposition of civil penalties on
manufacturers would normally be appropriate only when the exist-
ing marketplace (i.e., contractual) mechanisms fail to ensure manu-
facturer compliance, just as the imposition of civil penalties would
normally be appropriate on carriers when, for example, they fail to
seek through contractual mechanisms such features or modifica-
tions.

Section 2608, entitled “Payment of costs of telecommunications
carriers to comply with capability requirements.” provides, in sub-
section (a), that the Attorney General may, subject to the availabil-
ity of appropriations, pay all just and reasonable costs directly as-
sociated with modifications performed by carriers in connection
with equipment, features, or services installed or deployed before
the date of enactment to establish the capabilities necessary to
comply with section 2602. _ ‘

Subsection (b) provides that the Attorney General is authorized
to pay reasonable costs directly associated with achieving compli-
ance with the assistance capability requirements for equipment,
features or services deployed on or after the date of enactment, if
such compliance would otherwise not be reasonably achievable. In
determining whether compliance is reasonably achievable, consid-

eration must be given in proceedings before a court or the FCC to
when the deployment occurred.



